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1 Introduction

The QCC711.0R.2.1 SDK supports HCI mode. It releases the HCI mode Bluetooth Subsystem
(BTSS) patch, Bluetooth configuration file, and QTI manifest, to allow use of QCC711 as a

Bluetooth Low Energy (BLE) controller. This document provides guidance to a user that wants to
use QCC711 in HCI mode

80-77903-1 Rev. AE May contain U.S. and international export controlled information



2 HCI mode files in the SDK

Table 2-1 lists HCI mode files in the SDK.

Table 2-1 HCI mode files in the SDK

File name

Comments

gcc711 sdk/bin/btss patch hci mode.bin

HCI mode BTSS patch. It contains BTSS
changes for HCI mode.

gcc711l sdk/bin/btcfg hci mode.bin

HCI mode Bluetooth configuration file. A
customer can use this to update their NVM
configuration.

common/manifest/qti manifest-hci mode-
unlicensed.bin

HCI mode QTI manifest. A customer can use
this to generate a new update package for
the BTSS patch.
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3 Supported features and limitations

The QCC711.0R.2.1 SDK has the following features:
m Passes BLE version 5.4 Controller qualification (QDID: D061740).
m Supports Bluetooth version 5.4 PAWR Central Mode and EAD features.
m Supports an H4 HCI UART interface.
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4 How to use the NVM programmer to load the
HCIl mode patch to a clean chip

To use HCI mode for the first time, on either a blank chip or a chip running an APSS image, a
user must use nvm programmer .py to load the HCI mode update package, with the command:

python .\nvm programmer.py -b 0x10240000 -U <HCI mode update package.bin>
noTeE: Once in HCI mode nvm_programmer and otp programmer can no longer be used.

NoTE: To generate the update package for HCI mode, see Section 5.
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5 How to update the HClI mode patch and NVM
config file on a Windows PC

NoTE: Once in HCI mode, the QDART tool is required for further updates on a Windows PC, or to revert
to APPs mode.
To use QDART to update the HCI mode patch and NVM config file on a Microsoft Windows PC:
Download the QDART tool from https://createpoint.qti.qualcomm.com/tools/#:

a. Search for QDART_CONN in the Filter Results as shown in the following screenshot.

Qualcomm
crectopomt

Home Documents Hardware Components Software Code Tools Support Hardware

(# AllProgucts | Edit

Tools: Choose a Tools Suite

All Suites

All Tools

Filter Results

|ODART7CC-NN ‘ Subscribe Unsubscribe

b. Choose QDART_CONN.WIN.1.0 Installer to download - 99.1 is the latest version to
select.

O QDART_CONN.WIN.1.0 Installer Qualcomm® Development Acceleration Resource 00099.1 01-24-2023 All Factory Windows E,o External and
Toolkit - Wireless Connectivity Subsystem Internal

c. During installation, select the R&D type to install.

2. In HCI mode, by default, the chosen GPIOs are GPIO21(CTS), GPIO22(RTS), GPIO23(TxD)
and GPI024(RxD).

common/manifest/qgti manifest-hci mode-unlicensed.bin --output
gcc71x_update pkg-hci mode.bin
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NoTE: In the case that an OEM already has a Qualcomm issued License, the OEM should use their
existing OEM_Private Key and OEM Public_ Key. Generating an OEM Private-Public Key new
pair, will not only result in a change of the OEM MRC Hash value, but also require a new
Qualcomm issued license.

NOTE: <OEM Signed Cert.json> and <OEM Manifest-hci mode.bin>, and if required
<OEM private key>and <OEM public_key>, should be generated by an OEM; they are not
part of the SDK. For generation instructions, see Section 6.1 of QCC711 v2.1 Software
Programming Guide (80-70850-1).

NoTE: To use QDART to load a new HCI mode update package, it is necessary to use
gcc710 tlv generator.py to translate the update package to TLV format.

To translate the update package to a TLV file, use:

gcc711 sdk/tools/scripts/qgcc710 _tlv_generator.py gcc7lx update pkg-
hci mode.bin --dst gcc71x update pkg-hci mode.tlv

gcc71x_update pkg-hci mode.bin iS the update package to be translated to TLV format.
gcc71x _update pkg-hci mode.tlv iS the output, and the TLV format update package.

3. For the standard Qualcomm Development board, open Device Manager, and select the
lowest COM number for the USB Serial Port:

(2P Network adapters
v @ Ports (COM & LPT)
ﬁ JLink CDC UART Port (COM24)
@ USB Serial Port (COM29) /'
ﬁ USB Serial Port (COM30)

W@ USB Serial Port (COM31)

W@ USB Serial Port (COM32)
= Print queues
] Processors
B¢ Security devices
!* Software components
l Software devices
i Sound, video and game controllers

4. Execute the QrCT tool, and select the following settings, and then click Connect:
m Target: Bluetooth_Standalone

m Library mode: Legacy

m Device ID: COM29 <replace this with your own port number>

m Baudrate: 115200

m Sleep Mode: None
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Il Qualcomm Radio Control Tool ~ File View Seffings Help

EE S Bluetooth_Standalone Library Mode: Device ID Lole]lird Baudrate 115200 Sleep Mode m TCP Port [ekish] Connect
<

<> Commands

[~ ] Un-named Biuetooth Debug

B BL Bluetooth Download Patch and NVM, HCI RESET HCl User Command PIN Connectivity TEST Persist Access OTP SET/GET

S22 ALL_CHIPSETS Paich Download NVM Download

ommands, Logs and Cuslom APIs

Patch Location ezl R0 NVM Location ST+ ERE
Bluetooth Select Paich Select NVM / Bin

O Skip Response Checks (0 Skip Response Checks

Download Palch Download NVM / BIN

SET BT RF Chain

SET BT RF Chain

If the connection is successful this will be shown in the logs window.

B Activity
QRCT QMSL
¥ B 5 N @ Satus Poling
Time Category
5559 Info QLIB_IsPhoneConnected()

5560 Info  QLIB_IsPhoneConnected()
5.560 Info  iolype=serial,connectiondetails—=COM7 ipaddress—127.0.0.1,pori=2390,baudrate=115200,sleepMode=0: Connected

5. To download the TLV file while QCC711 is in HCI mode:

a. Use the qcc710 _tlv_generator.py tool to translate the <HCI_update_package> from .bin
format to .tlv format, for example:
>py qcc710_tlv_generator.py <HCI_update_package>.bin -d <HCI_update_package>.tlv

b. Use the QRCT Bluetooth Debug tab to download the <HCI update package>.tlv
file.

i Double-click the Bluetooth Debug tab:

l{li Qualcomm Radio Control Tool File View Settings Help

AEL S Bluetooth Standalone Library Mode: Device ID Feleltrd ENLECE 115200 Sleep Mode m Ti
<

<» Commands

z7 Un-nemed Bluetooth Debug

Se-CL ) Bluetooth Download Palch and NVM, HCI RESET HCI User Command PIN Connectivity TEST

WISl ALL_CHIPSETS Patch Download
Chip: a

sommands, L om APls

Select Patch
(O Skip Response Checks

3 ipoth CSRE
<> Bluetooth CSR8811 Download Patch

<» Bluetooth Debug

ow Energy

<> Bluetooth Non-Signaling (EPTM) Tx ChainlD
<» Bluetooth QHS Rx ChainlD
<» Bluetooth Signaling Debug SET BT RF Chain

Bluetooth
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i Click Select Patch to select the corresponding path of the . t1v file:

th Debug

nload Patch and NVM, HCI RESET

Patch Download

Patch Location ettt IR

Select Patch

M gr— =
Os Select location of Patch file

« gce710_sdk » tools » scripts

Erig=

~ ER

cfgtag_framewoark

examples

ext

gdb_framework
[ test_hci_mode.tlv

il Qualcomm Radic Control Tool  File View S Help

% % % %

HCI User Command

PIN Connectivity TE: Persist Access OTP SET/IGET Enable BT Logging

NVM Download

A= L C\Sample bin
Select NVM / Bin
() Skip Response Che:

Download NVM / BIN

HCI Reset

~ [J] L Fa
EREEE Esic F
2023/12/13 918 =
2023/12/13 9:18 it
2023/12/15 19:18 it
2023/12/14 17:58 iEE
2023/12/18 18:25 TLV 374 31 KB

EN S Bluetooth_Standalone Library Mode: Device ID Felallid Baudrate 115200 Sleep Mode m TCP Port  [Jeelhi]
<

<> Commands
© B Un-named

5 LU Bluetooth
SRS ALL_CHIPSETS

ommands, Logs and Custom APis

Bluetooth Debug

Bluetooth
<> Bluetooth CSR8811
<> Bluetooth Debug

) Qualcomm Radio Control Tool ~ File View S

Download Patch and NVM, HCI RESET

HC! User Command PIN Connectivity TEST Pe Access OTP SET/GET Enable BT

Patch Download

E RN Ciwork\code\ziggy_hci_re!
Select Patch

(O Skip Response Checks

Download Patch

NVM Downiload

L= C\Sample bin
Select NVM/ Bin
(O Skip Response Checks

Download NVM/ BIN

EUCH ciueiooth_Standalone Library Mode: Device ID Baudrate steepoce (SIS vcr Fot Disconnect
<

“ommands

] Un-named

ategory [IN0)
LUl ALL_CHIPSETS

smmands, Log Custom APis

Biuetooth

Biuetooth Debug

Download Patch and NVM, HCl RESET

< Bluetooth CSRB811
> Biugtooth Debug
<> Bluetooth ListMode
< Biuetooth Low Energy
» Bluetooth Non-Signaling (EPTM)
© Bluetooth QHS

¢ Bluetooth Signaling Debug

HCI User Command PIN Connectivity TEST Persist Access OTP SET/GET Enable BT Logging BT Pout Calibration

Paich Download

e RN C \work\code\ziggy_hci_rel

(O Skip Response Checks

ch

NVM Download HCI Reset

Vi Locon
[ seeanvmien ]
(O Skip Response Checks

Download NVM / BIN
SET BT RF Chain
Tx ChainiD This BT DIAG Bridge is k
R crand o100 0x00 007 ¢
SET BT RF Chain

80-77903-1 Rev. AE

May contain U.S. and international export controlled information 12



QCC711 HCI Mode User Guide

How to update the HCI mode patch and NVM config file on a Windows PC

\'

Once it is downloaded, the logs show QLIB FTM BT PATCH DOWNLOAD () :

v Seftings Help
[Legacy - JEVEILN comr LB 115200 Sleep Mode Teppot [ Disconnect
<

© Commands

Biuetooth Debug
Persist Access OTP SET/GET Enable BT Logging BT Pout Calibration Miscellaneous(System Level)

Download Patch and NVM, HCI RESET HCI User Command PIN Connectivity TEST
HCI Reset Read BD Address

Patch Download NVM Dovmload
QT Cworkicodeziggy_hal_re: NVM Location Read BD Addi

kip Response Checks (O Skip Response Checks

Download Patch Download NVM / BIN

SET BT RF Chain

SET BT RF Chain

B Actvty
QRCT QMSL

Y B G W O Status Poling

ime y
06:28:55.559 QLIB_isPhoneConnected()

06:28:55.560 OLIB_IsPhoneConnected()

06:28:55.560 fotype=serial,connectiondetails=COM7. ipaddress=127.0.0.1,port=2390,baudrate=115200,sleepM
06:31:28.243 SEND: QUB_FTM_BT_PATCH_DOWNLOAD(C \Wworkicode\ziggy_hci_release\qcc7 10-or-2-0_qtil_oem _
06:31:28243 REC: QLIB_FTM_BT_PATCH_DOWNLOAD()

Connected
-100069.1-367520580220611317d1c655ad076a55b2d69 15¢\qec7 10_sdkitoolsiscriptsitest_hci_mode tiv, 0)

Power cycle the device for the update.
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6 Controlling QCC711 in HCl mode using HCI
commands

Because QCC711 in HCI mode works as a Bluetooth controller chip, a Bluetooth host can:
m Control it using standard HCI commands

m Use the following vendor commands to download an HCI mode patch and NVM configuration
files (Table 6-1 lists the command format):

o HCI_COMMAND_CODE_VENDOR_SPECIFIC_DEBUG_OGF Ox3F
o HCI_COMMAND_CODE_VENDOR_SPECIFIC_DEBUG_OCF 0x00

Table 6-1 QCC711 HCI command format

Field Value
OGF 0x3F
OCF 0x00
Subopcode 0x1E
TLV fragment length Variable
TLV fragment payload Variable

NoTE: Due to command length limitations, the Bluetooth host must call the previously mentioned
commands multiple times to send the TLV files to QCC711. The Bluetooth host should have a
loop function to read fragments of TLV files to send them to QCC711. When file sending is
complete, QCC711 validates the received TLV file and (if the file validates) apply it.

NoTE: The updated TLV file is saved in RRAM and is not lost during a power cycle. If a host does not
have a new TLV to update, it does not need to re-download a patch.
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Document references

Document

Reference

Bluetooth Core Specification

Bluetooth Specification Version 5.4, 7 February 2023

QCC711 v2.1 Software Programming Guide

80-70850-1

QDART-Connectivity

https://createpoint.gti.qualcomm.com/tools/#, 26 June
2023
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Terms and definitions

Term

Definition

AP

Access point

BLE

Qualcomm® Bluetooth Low Energy

BTSS

Bluetooth subsystem

COM

Communication port

GPIO

General-purpose input/output

HCI

Host controller interface

Identifier

NVM

Nonvolatile memory

OEM

Original equipment manufacturer

PC

Personal computer

PIO

Programmable input/output

QTI

Qualcomm Technologies Inc. (QTI)

QTIL

Qualcomm Technologies International, Ltd.

SDK

Software development kit

UART

Universal asynchronous receiver transmitter

USB

Universal serial bus
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LEGAL INFORMATION

Your access to and use of this material, along with any documents, software, specifications, reference board files, drawings, diagnostics and other
information contained herein (collectively this “Material”), is subject to your (including the corporation or other legal entity you represent,
collectively “You” or “Your”) acceptance of the terms and conditions (“Terms of Use”) set forth below. If You do not agree to these Terms of Use,
you may not use this Material and shall immediately destroy any copy thereof.

1) Legal Notice.

This Material is being made available to You solely for Your internal use with those products and service offerings of Qualcomm Technologies, Inc.
(“Qualcomm Technologies”), its affiliates and/or licensors described in this Material, and shall not be used for any other purposes. If this Material is
marked as “Qualcomm Internal Use Only”, no license is granted to You herein, and You must immediately (a) destroy or return this Material to
Qualcomm Technologies, and (b) report Your receipt of this Material to gualcomm.support@qti.qualcomm.com. This Material may not be altered,
edited, or modified in any way without Qualcomm Technologies’ prior written approval, nor may it be used for any machine learning or artificial
intelligence development purpose which results, whether directly or indirectly, in the creation or development of an automated device, program,
tool, algorithm, process, methodology, product and/or other output. Unauthorized use or disclosure of this Material or the information contained
herein is strictly prohibited, and You agree to indemnify Qualcomm Technologies, its affiliates and licensors for any damages or losses suffered by
Qualcomm Technologies, its affiliates and/or licensors for any such unauthorized uses or disclosures of this Material, in whole or part.

Qualcomm Technologies, its affiliates and/or licensors retain all rights and ownership in and to this Material. No license to any trademark, patent,
copyright, mask work protection right or any other intellectual property right is either granted or implied by this Material or any information disclosed
herein, including, but not limited to, any license to make, use, import or sell any product, service or technology offering embodying any of the
information in this Material.

THIS MATERIAL IS BEING PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, WHETHER EXPRESSED, IMPLIED, STATUTORY OR OTHERWISE. TO
THE MAXIMUM EXTENT PERMITTED BY LAW, QUALCOMM TECHNOLOGIES, ITS AFFILIATES AND/OR LICENSORS SPECIFICALLY DISCLAIM ALL
WARRANTIES OF TITLE, MERCHANTABILITY, NON-INFRINGEMENT, FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY, COMPLETENESS
OR ACCURACY, AND ALL WARRANTIES ARISING OUT OF TRADE USAGE OR OUT OF A COURSE OF DEALING OR COURSE OF PERFORMANCE.
MOREOVER, NEITHER QUALCOMM TECHNOLOGIES, NOR ANY OF ITS AFFILIATES AND/OR LICENSORS, SHALL BE LIABLE TO YOU OR ANY THIRD PARTY
FOR ANY EXPENSES, LOSSES, USE, OR ACTIONS HOWSOEVER INCURRED OR UNDERTAKEN BY YOU IN RELIANCE ON THIS MATERIAL.

Certain product kits, tools and other items referenced in this Material may require You to accept additional terms and conditions before accessing
or using those items.

Technical data specified in this Material may be subject to U.S. and other applicable export control laws. Transmission contrary to U.S. and any other
applicable law is strictly prohibited.

Nothing in this Material is an offer to sell any of the components or devices referenced herein.
This Material is subject to change without further notification.

In the event of a conflict between these Terms of Use and the Website Terms of Use on www.qualcomm.com, the Qualcomm Privacy Policy
referenced on www.qualcomm.com, or other legal statements or notices found on prior pages of the Material, these Terms of Use will control. In
the event of a conflict between these Terms of Use and any other agreement (written or click-through, including, without limitation any non-
disclosure agreement) executed by You and Qualcomm Technologies or a Qualcomm Technologies affiliate and/or licensor with respect to Your
access to and use of this Material, the other agreement will control.

These Terms of Use shall be governed by and construed and enforced in accordance with the laws of the State of California, excluding the U.N.
Convention on International Sale of Goods, without regard to conflict of laws principles. Any dispute, claim or controversy arising out of or relating
to these Terms of Use, or the breach or validity hereof, shall be adjudicated only by a court of competent jurisdiction in the county of San Diego,
State of California, and You hereby consent to the personal jurisdiction of such courts for that purpose.

2) Trademark and Product Attribution Statements.

Qualcomm is a trademark or registered trademark of Qualcomm Incorporated. Arm is a registered trademark of Arm Limited (or its subsidiaries) in
the U.S. and/or elsewhere. The Bluetooth® word mark is a registered trademark owned by Bluetooth SIG, Inc. Other product and brand names
referenced in this Material may be trademarks or registered trademarks of their respective owners.

Snapdragon and Qualcomm branded products referenced in this Material are products of Qualcomm Technologies, Inc. and/or its subsidiaries.
Qualcomm patented technologies are licensed by Qualcomm Incorporated.
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